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Objectives of this seminar/course:
. ability to identify safe/secure site on browsers

2. clear understanding of the difference between browser and search
engine

3. ablility to proceed through safety/security/privacy checkup on Google,
Yahoo, Bing, and Facebook accounts

4. basic Knowledge of what a VPN is and how to use it and why we
would use one

5. basic understanding of the Tor browser, what it is and why we would
use It

6. know how to do a safe search in a browser using a private window

/. Introductory knowledge of cloud-based apps and services and why
or should or shouldnt use one
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Yahoo Security Breach

https://help.yahoo.com/kb/account/SLN27925.html?
impressions=true (link to youtube about this?) why me? Ask

audience have you been hacked or someone you know?

BILLION

that it appears to be Yahoo user data. Based on further analysis of this data by the forensic experts,
we believe an unauthorized third party, in August 2013, stole data associated with more than one
billion user accounts. Yahoo has not been able to identify the intrusion associated with this theft. We
believe this incident is likely distinct from the incident we disclosed on September 22, 2016. We are

nntifvina nntentiallv affected 11eere and have taken stens tn ceciire their aceniinte incliidina reaiiirina
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TECHNOLOGY & CYBER
SAFETY

Awareness
know which site you are on

URL

security icon

W Chrome File Edit View History BooKmal

O ® Google Hangouts X

< X @ Secure https://hangouts.google.com
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TECHNOLOGY & CYBER
SAFETY

While browsing on Google Chrome, a secure site will have
this:

@ ChNQme File Edit View History Bookmar

@ © \3009le Hangouts X

< X @ Secure https://hangouts.google.com
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TECHNOLOGY & CYBER
SAFETY

While browsing on Safari, a secure site will have this:

Window Help

hangouts.google.com/
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TECHNOLOGY & CYBER
SAFETY

First line of safety: browse using a “Private window”

Private Windows are accessed via the browser menu

https://dominickdesign '
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SAFETY

Best Practice:

Clear cache on browsers often
Clear browsing data

Clear cookies
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nt.google.com/security

Google # O P

My Account Sign-in & security

Welcome

Sigrvin & security Manage your account access and -
Signing in to Google Secu”ty SettlngS *I . ‘ ﬂ E
Device activity & notifications C 2

Your Google Account is protected by the most advanced online security.
Keeping these settings up-to-date safeguards your account even more.

Connected apps & sites

Personal info & privacy

Your personal info

Manage your Google activity Secur Ity Checkup

Ads Settings Pratect your account in just a few minutes by reviewing your security settings and activity.
Control your content GET STARTED

Account preferences

Language & Input Tools

/="y Find your phone
Accessibility o)

0 H Whether you forgot where you left it or it was stolen, a few steps may help secure your phone or tablet.
Your Google Drive storage
Delete your account or :\_ o .: GET STARTED

services

L)
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TECHNOLOGY & CYBER
SAFETY

*  Security Checkup

- Click “Get Started” and follow the guidelines

Security Checkup

Protect your account in just a few minutes by reviewing your security settings and activity.

GET STARTED

https://dominickdesig
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Yahoo Security Check
YAHOO!

https://safety.yahoo.com/ Signin
i n d eX. htm Enter your emai

Next
YAHOO!

wwomer o Safety Center

G-._J'"'{

Stay signed in Trouble signing in?

Updated December 2016

() Account security issue

More information about the
account security issue.

Our notice to potentially

¢ affected users.
Cyberbullying: 12 Things Every Parent Needs to Know

Don't have an account? Sign up

2atd 1
L~ B REAl NS U Rl
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TECHNOLOGY & CYBER
SAFETY

*  Facebook Security & Privacy

I :I Search Facebook Q

©° General Security Settings
1 Security \

Login Alerts
B privacy
|7 Timeline and Tagging Login Approvals
(-] Blocking
3 Language Public Key
@ Notifications App Passwords
Mobile
Public Posts Recognized Devices
- Apps Your Trusted Contacts
(3 Ads

Where You're Logged In
3 Payments
€3 support Inbox Profile Picture Login
B videos

Legacy Contact

Deactivate Your Account

Get an alert when a

Improve your secur
password.

Manage an OpenPC

Use special passwe
Approvals codes.

Review which brow:

Choose friends you

Review and manage

Manage your profile

Choose a family me

Choose whether yo

o General
1 Security

[} Privacy

{1 Timeline and Tagging
e Blocking

ﬂ Language

0 Notifications
Mobile
Public Posts

B Apps

I?] Ads

5 Payments

@ Support Inbox
B videos

I :I Search Facebook

Privacy Settings and Tools

Who can see my stuff?

Who

Revie

Limit
frienc

Who can contact me?

Who

Who can look me up?

Who
provi

Who
provi

Do y¢
to linl




TECHNOLOGY & CYBER
SAFETY

Basic awareness of how accounts are connected
How Gravatar is used

How Google and Facebook accounts pull information from

each other
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TECHNOLOGY & CYBER
SAFETY

Avoid scams

- CYBER CRIME

chats A GROWING a PROBLEM

texts

phone
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TECHNOLOGY & CYBER
SAFETY

Awareness for youth

https://thecybersafetylady.com.au

http://www.gcflearnfree.org/internetsafetyforkids/teaching-

kids-about-internet-safety/|/
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TECHNOLOGY & CYBER
SAFETY

- VPN
*  not all VPNs are equal

*  ExpressVPN — best for time spent in China

@EXKXQSSVPN TAKEATOUR = VPNAPPS - SUPPORT 010G MY ACCONT IO Ll @ englis

Amplify the Entire Internet
#1 Trusted Leader in VPN

High speed, ultra secure, and easy to use. Instant setup.

© Get ExpressVPN

30 Day Money Back Guarantee

il 440 N

https://dominickdesig



TECHNOLOGY & CYBER

- TOR Browser

SAFETY

*  https://www.torproject.org
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Anonymity Online
Protect your privacy. Defend yourself

against network surveillance and traffic
analysis.

Download

What is Tor?

Tor is free software and an open network that

helps you defend against traffic analysis, a form

of network surveillance that threatens personal

freedom and privacy, confidential business

activities and relationships, and state security.
Learn more about Tor »

nome ADOuUL 101 vocumeniauon rress Dlog vomact

» Tor prevents people from
learning your location or
browsing habits.

» Tor is for web browsers,
instant messaging
clients, and more.

» Tor is free and open
source for Windows,
Mac, Linux/Unix, and
Android

Why Anonymity Matters
Tor protects you by bouncing your
ications around a network of

relays run by volunteers all around the world: it
prevents somebody watching your Internet
connection from learning what sites you visit,
and kt prevents the sites you visit from learning
your physical location,

Get Involved with Tor »

Download Volunteer Donate

Recent Blog Posts

Tor 0.3,0.5-rc is released: almo...

‘Wed, 05 Apr 2017 Posted by: nickm
Cooking With Onions: Names for y...

Tue, 04 Apr 2017 Posted by: asn
TorBirdy 0.2.2 is released

Mon, 03 Apr 2017 Posted by: sukhbir
Tor Messenger 0.4.0b2 is released

Fri, 31 Mar 2017 Pested by: sukhbir

OONI report released: The State ...
Mon, 20 Mar 2017 Posted by: jgay

View all blog posts =

‘Who Uses Tor?

Family & Friends

People like you and your family use Tor
to protect themseives, their children
and their dignity while using the

Internet.

Businesses
Businesses use Tor 1o research

Our Projects “ competition, keep business strategies
d confidential, and facilitate internal

Tor Browser
m Tor Browser contains everything
it naad tn aafals hraweas tha

|9

4 Orbot
\é' Tor for Google Android devices.

accountability.

EGEE Activists


https://www.torproject.org

Objectives of this seminar/course:
I ability to identify safe/secure site on browsers

2. clear understanding of the difference between
browser and search engine

3. ability to proceed through safety/security/privacy
checkup on Google, Yahoo, Bing, and Facebook
accounts

4. basic Knowledge of what a VPN is and how to use it
and why we would use one

5. basic understanding of the Tor browser, what it is and
why we would use it

6. know how to do a safe search in a browser using a
private window

/. introductory knowledge of cloud-based apps and
services and why or should or shouldn’t use one
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More questions:!

intro to contemporary
tech and cyber security

Q & A about what topics
you want to be covered?
Of interest?

photos?
make a schedule

email a brief of the first
topic as seen above

written feedback from |Ist
session:

when message says “no
storage” how can |
increase the storage!?
Data?
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connect to wireless
printer

how to do social
communication like

twitter & Instagram?
home security

discuss cloud and security
(4) securely sync all devices

(4)

option for private lessons
mobile banking safe?

safeguard against FB
hacking

linking laptop to circuit
machine

how to download cloud?
Phone says full

thorough explanation of
emall (dif. Types, settings
etc)



https://dominickdesigns.space
mailto:dominick@dominickdesigns.space

