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What we do: PhishLabs is the leading provider of cybercrime 
protection and intelligence services that fight back 
against online threats and reduce the risk posed by 
phishing, malware, distributed denial of service 
(DDoS) and other cyber-attacks.

Where: HQ in Charleston, SC with staff in 4 countries

How: 24x7x365 Security Operations Center investigates 
and mitigates ~50,000 incidents / year
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Myth: You’re responsible for fraud on your 
ATM / debit card

Reality: Consumers are not responsible for 
unauthorized ATM transactions 
under Regulation E (Electronic Fund 
Transfer Act)

11



Myth: You’re responsible for fraud on your 
credit card

Reality: Your not responsible for credit card 
fraud as long as it is promptly 
reported
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Myth: Most hackers target their victims

Reality: Most hackers are opportunistic.   
They don’t care who their victim is 
in most cases
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Myth: Macs are more secure the PCs 
(Windows)

Reality: Macs are not inherently more secure 
than PCs.   Windows PC are targeted 
by malware more often since they’re 
more ubiquitous.   As Macs and 
smartphones have become 
increasingly popular, the prevalence of 
malware and attack code for these 
platforms has increased
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Myth: If I keep my AntiVirus software 
up-to-date, I won’t get infected.

Reality: Thousands of new pieces of 
malware are released every day.   
AntiVirus software provides some 
protection, but most infection 
happens because your other 
software isn’t up to date or you 
decide to run an unknown program.
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1970 1980 1990 2000

Theft of Services / Spamming

1986 – Brain Virus

Intellectual Curiosity

1988 – Morris Worm

1994 – Green Card Lottery Spam



2000 2005 2010

‘Hacktivism’

2000 – Bank Web Site ‘Phishing’

Cybercrime for Profit

2007 Zeus Banking Trojan

2010 – ‘Anonymous’ denial
of service attacks



2000 2005 2010 2015

State Sponsored

2010 –
StuxNet
–
US / 
Israel

2012 – Operation
Ababil - Bank 
DDOS Attacks –
Iran ?

2009 –
Operation 
Aurora –
China



Cybersecurity incidents by type of target:

Motivation Targets

Theft of Services ISPs, Telcos, Email Providers, Web sites

Money / e-theft Individuals and businesses

Hacktivism / Political 
Activism

Government, NGOs, companies targeted by 
activists

Financial Espionage Large corporations

Nation State Aggression Critical infrastructure

Intelligence Gathering Defense Contractors, Government, Other
vendors to Government
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Target
Bank Account 

Credentials
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Target
Online Games
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Target
Online 

Shopping
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Target
Student 

Financial Aid
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Enabling 
Target 
Money 

laundering
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Enabling 
Target 

Proxy Services
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Enabling 
Target 

Webmail 
Account
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Enabling 
Target 

Facebook
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Enabling 
Target 

Shipping 
Companies
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Enabling 
Target 

Online Dating 
Sites
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Whaling
PDF Attachment 

Sent to Bank 
Executive
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Lure 
Example
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Bomba
Papka
Open Source 
MetaPack
mushroom 
Robopak
nuclear
Katrin
Eleonore
Incognito
Blackhole

Bleeding Life
CRIMEPACK
Phoenix
T-Iframer
Tornado 
SEO Sploit
Zombie
Unique
Fragus 1
Yes Exploit
Liberty

Siberia
JustExploit
Zopack
iPack
EL Fiiesta
Icepack
Mpack
Webattack

Exploit Kits:

Collection of web pages, scripts, and control panel used to infect website visitors 
without requiring user interaction

Collectively, these packs exploits 74 browser and plug-in vulnerabilities!
*http://contagiodump.blogspot.com/2010/06/overview-of-exploit-packs-update.html
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Elenore
Pack
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Risk =   
Impact of an Event

X  
Probability of Event

Security = 
Countermeasures < Risk
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Often, Perceived Security Risk != Security Reality:

• People exaggerate spectacular but rare risks and 
downplay common risks. 

• People have trouble estimating risks for anything not 
exactly like their normal situation. 

• Personified risks are perceived to be greater than 
anonymous risks. 

• People underestimate risks they willingly take and 
overestimate risks in situations they can't control. 

• Last, people overestimate risks that are being talked 
about and remain an object of public scrutiny 

Source:  Bruce Schneier, The Psychology of Security
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Risk =   
Impact of an Event

X  
Probability of Event

X
Moral Outrage
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• Your PC will become 
infected

• Keep all of your 
software up-to-date
– Secunia PSI
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• Your hard drive will 
crash

• Your laptop will be 
stolen or lost

• Back-up your 
computer
– CrashPlan, Carbonite, 

Mozy
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• You will get emails 
that try to defraud or 
infect you

• Never open emails 
you’re not expecting.

• Use a Mac or 
dedicated PC for 
online banking
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• Your online services 
will be hacked

• Never re-use the 
same password on 
multiple systems

• Always use long 
passwords or 
passphrases
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• Cybersecurity incidents rarely as bad as the 
media would have you believe

• But the Internet is overwhelmingly out to get 
you

• Most end-user threats are social engineering 
based and not purely technical

• Try to avoid the 5 security psychology traps, 
unless outrage is a real risk

• Four effective tips will give you the best bang 
for the buck
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Questions?

John LaCour
jal@phishlabs.com
Twitter: @phishlabs
www.phishlabs.com
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