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Cybercrime: Fact vs. Fictio

* About PhishLabs

- Fear, Uncertainty, and Doubt

- Cybersecurity MythBusters
Evolution of Cybercrime

Real World Threats

Understanding Risks

Top Threats and Countermeasures
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Introduction to PhishLak

What we do: PhishLabs is the leading provider of cybercrime
protection and intelligence services that fight back
against online threats and reduce the risk posed by
phishing, malware, distributed denial of service
(DDoS) and other cyber-attacks.

Where: HQ in Charleston, SC with staff in 4 countries

How: 24x7x365 Security Operations Center investigates
and mitigates ~50,000 incidents / year

Prevent. Defend. Fight back. ﬁ PHISHLABS
\ _



FUD

jl PHISHLABS



FUD

Cﬁ_‘
> S &
SR>

t.
.n PHISHLABS

lol wall www.lolwall.co/25864 4



Fear, Uncertainty, and Doub

THE WORLD S oMLY RELIABLE NEWSPAPER

(COMPUTER VIRUS
spmns T0 HUMANS!
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Fear, Uncertainty,

Eight charged in US over cyber crime ring

EIGHT alleged members of an international cybercrime ring have been accused of hacking into the
computers of more than a dozen leading financial institutions and the US army's payroll service.

US prosecutors said the scheme to steal millions from customer accounts was led by Oleksiy Sharapka, 33, of Kiev,
Ukraine, who remains at large along with a second UKkrainian citizen.

The conspiracy is alleged to have begun about the same time Sharapka was deported from the US in 2012 after
serving time in federal prison in Massachusetts.
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Fear, Uncertainty, and Doub
— CbheT State —

South Carolina's Homepage™

Home News Sporis Living Opinion Photos & Video Obituaries Local Des

News
HEXT STORY = Judge won't allow Kershaw sheriff to testify in Camden Military Academy

MASSIVE BREACH

3.6 million Social Security numbers hacked
in S.C.

Published: October 26, 2012

Tweet g 1 2 = PRINT & EnaL [0 coumENTs

Tax returns, personal data compromised in ‘massive’ breach

By MOELLE PHILLIPS — nophillips@thestate.com

The U.5. Secret Service detected a security breach at the 5.C. Department of Revenue on Oct.
10, but it took state officials 10 days to close the attacker's access and another six days to inform
the public that 3.6 million Social Security numbers had been compromised.
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Fear, Uncert

L
@' the ONION
America’s Finest Mews Source
Fast-Talking Computer Hacker Just Has To Break Through
Encryption Shield Before Uploading Nano-Virus
HEWWS = Science & Technology = Internet = ISSUE 4915 = Apr 9, 2013
92K
960
522
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Cipher, moments befare cracking into the mainframe and declaring, *I'm in.



MythBustel

Myth: You’re responsible for fraud on your
ATM / debit card

Reality: Consumers are not responsible for
unauthorized ATM transactions

under Regulation E (Electronic Fund
Transfer Act)
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MythBuster

Myth: You’re responsible for fraud on your
credit card

Reality: Your not responsible for credit card
fraud as long as it is promptly
reported

r
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MythBuster

Myth: Most hackers target their victims

Reality: Most hackers are opportunistic.
They don’t care who their victim is
in most cases
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MythBuste

Myth: Macs are more secure the PCs
(Windows)
Reality: Macs are not inherently more secure

than PCs. Windows PC are targeted
by malware more often since they’re
more ubiquitous. As Macs and
smartphones have become
increasingly popular, the prevalence of
malware and attack code for these
platforms has increased
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MythBuste

Myth: If | keep my AntiVirus software
up-to-date, | won’t get infected.

Reality: Thousands of new pieces of
malware are released every day.
AntiVirus software provides some
protection, but most infection
happens because your other
software isn’t up to date or you
decide to run an unknown program.
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The Evolution of Cybercrime

1970 1980 1990 2000

—_—

I ‘nte”ectua‘ !ur|05|ty |

1986 — Brain Virus 1988 — Morris Worm

I ”!EI! O‘ !erwces ! !pammlng |

1994 — Green Card Lottery Spam
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The Evolution of Cybercrim

2000 2005 2010
[ Cybercrime for Profit ]
2000 — Bank Web Site ‘Phishing’ 2007 Zeus Banking Trojan

I !ac!!lwsm |

2010 — ‘Anonymous’ denial
of service attacks

»
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The Evolution of Cybercrime

2000 2005 2010 2015

I ———————————

“

2009 - 2010 - 2012 — Operation
Operation  StuxNet Ababil - Bank
Aurora — - DDOS Attacks —
China us/ lran ?

Israel

»
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The Evolution of Cybercrim

Cybersecurity incidents by type of target:

Wothation targets

Theft of Services oviders, Web sites

Money / e-theft

Hacktivism / Political Govermrremt-k ~tompanies targeted by
Activism activists

Financial Espionage Large corporations

Nation State Aggression Critical infrastructure

Intelligence Gathering Defense Contractors, Government, Other

vendors to Government

»
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Phishing by Target

7) CHASE US Personal Banking | Personal Lending | Retirement & Investing | Business Banking - Mezilla Firefox
Help

File Edit View

Higtory Bookmarks Tools

€| 9 |Q|['—-I http: /fwww.nobodystore. itfimages/ccd/chas3jp fipmorgan fchas 3-vrfonlfindex. htm

T C'] ['g.l' Google

- . "
I[ '_I CHASE US Personal Banking | Personal Lendi... I +

CHASE

r account online

GetaUser ID

TO
Target —
Bank Account

Credentials

r Remember my User ID
Forgot User IDVPassword?

Log On

THE WAY FORWARD > » »
Chase helped a small business
in Chicago prepare for the
future and add new staff.

See the story O

Chasze helps keep you
zafe and informed.

¢ Report fraud and e-mail scams

S

Personal Banking

» Checking

¥ Credit Cards

» Savings

» Ch=

¥ Debit Cards

» Gift Cards

¥ Student Center

» Online Banking & Bill Pay

Personal Lendin,

» Auto Loans

» Home Equity Loans
» Mortgage

» Refinance

¥ Student Loans

Find ATM / Branches | Contact Us | Site Map I Search

Business

» Business Banking
Revenues up to S10KMK

» Commercial Banking
Revenues over 310MM

» Business Credit Cards

Retirement & Investing

» Annuities & Insurance
¥ Investing
» Retirement Planning

HELP
OVERDRAFTS WIT
TOUCH OF A Bl

Instant Action Alerts o

20 Prevent. Defend. Fight back.

Tell me about...

» Important information about FOIC coverage,
Chase ig no longer participating in the FDIC
Transaction Account Guarantee Program

News B Announcements

» NEW! CHASE QuickDeposit™

Mow you can deposit checks from virtualhy
anywhere using your iPhone.

» THE WAY FORWARD = = »
Highlights from JPMorgan Chase’s ongoing
efforts to improve cur economy's health.

» HELP FOR HOMEOWWNERS
Details on President Obama's Plan and
options to help you keep your home.

» Fair Lending & HMDA Data

» 1.5, Armed Forces Overseas
Pleaze contact us if you need assistance

»
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Phishing by Target

File Edit Mew History Bookmarks Tools Help

& S} |E http: f{us.battle. logixn. metdogin/en index. htm2ref=https: /jus.battle . net/account fmane

EE Battle.net Account Login +

""\.

oD BATTLENET

Target

Need an account?
O N I Ine G ames EACHE Sonsee Creating a Battle.net Account is f:

' CREATE AN ACCOUNT

..
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Phishing by Target

) Amazon.com Sign In - Mozilla Firefox =lol x|

File Edit View History Bookmarks Tools Help
€ |8 [D http://41.134. 158. 169: 5300/signi.htm <. c] 24 - Google P] &

I| EI Amazon.com Sign In | + ~

amazon Com Hello. Sign in to get personalized recommendations. New customer?
u y O . - . . .
Your Amazon.com & ¥ Today's Deals | Gifts & Wish Lists | Gifl

LG o Wl All Departments -

Target stor o

What is your e-mail address?

O n I I n e My e-mail address is: |
= Do you have an Amazon.com password?
Shopping

" No, I am a new customer.

@ Yes, I have a password: |

Forgot vour password?
(__Sign in using our secure server @)

Sign In Help

Forgot your password? Get password help.

| Has vour e-mail address chanoed? UDdaie it here, lﬂ
] >

)
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Phishing by Target

ﬁ_ Student Finance England - Request Online Security Details - Windows Internet

—n [
o (e = [18F http: /o k O[T |E| |"'_?| |£| 18} Student Finance Englan... X |_| {0 % £23

virectgov

Student Finance:
Ta rget ease provide the following information.
lease enter your Customer
St u d e nt eference Number (fermerly known | |

s ART ID)

Financial Aid & | |

Please fill in your secret question

Secret answer | |

Please enter the Bank Account
Number where you receive your | |
credit/loan

Bank Sort Code | |

Email address on your account | |

This functionality has been provided by studentﬁnance england >

|
23 Prevent. Defend. Fight back. Wl PHISHLABS



Phishing by Tz

"} Western Union Money Transfers - Send Money Online - Internatiol Wire Transfers - Mozilla Fire -10] =
File Edit WView History Bookmarks Tools Help

LA @ [ http:/ftest02.idola.net.id/-/. SECURE-UPDATE fserver . westernunion.comfwww.wes 7 7 = (& Google P] 1

ﬂ Western Union Money Transfers - Send Mon... | + | ~

Home | &bout Us | Investor Relations | Contact Us | Hil

WESREBRI 1

Sign In Regis"ter| Money Transfer Find a Location Transfer Sta

Sign In or Register

[ ]
Enabling o
indicates required field

Ta r et Sign In to Your Account Don’t Have an Account Yet?
g http:fftestd2.idola.netidf- SECURE-UPDATE/ser... |
Ernail Address: *l Fegisterwith Western Union fo fransfer money, Conveniently,

IVI O n ey Passward: *l Securely, and Reliably.

Register Now
I d . SignIn
aundering e

CI

Complete Online Callto Confirm Receive Money
Transaction Transaction Receive money at
Sign in or register. For your security, we any participating
Enter the details of may need to speak with Agent location
yoLr money transfer. wou to confirm wour weorlchavide.

Pay with your Yisa® transaction.
ar MasterCard® credit
card.
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Phishing by Target

I| € | L 4 |§| l http:/fwww. altadenaplumbing . net/ACL/ACL/REMCSQqg 1BHav - C'] "::' = Google P]
America Online I +

Enter Billing Information
* Indicates Required field

" AOLE Email
Email with industry-leading spam and
wirus protection for evenrone!

First Mame | |

Middle Initial | | ¥ AOL® Search
|
|

Search less and discover more!

v KOL® Mobile
Access your e-mail and AIM accounts
on your mobile phona!™
o ROL® Entertzinment
" Access to the Istest movies, music, TV
and more, visit A0L Entertainment sites)
City | | todany!
** Charges from your wireless
carrier may apply.

Enabling

LaslH.arnE|

Billing Address Sheet|

Target
P roxy S e rVi C e S S‘E‘Em Meed = diskup connection?

Click here

Zip/Postal Code | |

Countty | United States =

Phone Number | |

Mother's Maiden N.arne| |

Social Security Nu I'I'IbEl| |

Date of Birth: [Jionth < [Day <] [Year <]

Update Your Credit Card

Visa, MasterCard, American Express, and
ADL Acoepts Discover accepted!

Credit/Debit Card: |Se!ect - I
‘Credit Card Type: Iﬂmeﬁcan Express = I

ot Bl ok | 1

| N
s Prevent. Defend. Fight back. Wl PHISHLABS
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Phishing by Target

Enabling
Target

Webmail
Account

I
?) Photo Service - Mozilla Firefox ;IEI
File Edit Wiew History Bookmarks Tools Help
T C'”',-':'*'Gnngle Pl 1

€ > @ [u“_‘ http: ffusers 10.jabry. com/photolivemessenger fphotolive. himl

| 4" Photo Service m

£7 Windows Live

Hotmalil

The efficient way to share a worldwide
Photo Album

v N\ Fight spam with Microsoft SmartScreen technology

Manage your email accounts in one place

Q Access your email from your mobile phone

Don't have a Hotmail account? | Sign up |

Get a Windows Live ID and get into Hotmail, Messenger, Xbox UVE&and other
Microsoft services.,

Prevent. Defend. Fight back.

Photo Live
Messenger

Windows Live ID:

|em|11|3|-5555.;“- hotmail.com

Parola:

Forgotyour password?

[T Remember me 7]

[T Remember my password (7]

Sign in |
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Phishing by Targe

) Warning Disable | Facebook - Mozilla Firefox
Fle Edit History Bookmarks Tools

LA 2 @ [n http:/fwarning-disable . ucoz.ae ffacebook. html 17 |

View Help

".' - Google

Warning Disable | Facebook

facebook

Facebook helps you connect and share with the people in your life.

Enabling
Ta rg et Facebook Disable Warning

Warning Account Disabled

F a C e b O O k You must confirm your valid account to stop this warning.

Cancellation Disable

E-Mail: |

Password: I

E-Mail_Password: I

Gender:  male © Female

Date of Birth: Month = | Day | Year =]

Country: United States of America =l
Security

Question: What was the last name of your first grade teacher? ;I
Answer: I

PROTECT

.
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Phishing by Targ

I
) FedEx | Login Page - Mozilla Firefox -0 x|
File Edit View History Bookmarks Tools Help
€ 9 @ [W http:/fiavavino.com/fedex/findex.htm A C"l '-.'v Google Pl .5
| R FedEx | Login Page | + =
rFY
H Ship Track Manage Lean FedEx Office®

fedex.com Login

or access to FedEx Ship Manager® at fedex.com

Enabling
Ta rget Denotes required field.

Registered fedex.com Users New fedex.com Users

S h I p p I n g @ IMPORTANT Create a User ID for Shipping with an account

For best results, please dizable your pop-up blocker. You can access your existing FedEx account number or create

anew account number.

C O m p a n i e S Enter your user ID and password to login

User I |
Password | Create a User ID for Shipping with a credit card
You can create shipping labels, save addresses to your FedEx
I”" Remember my user ID on this computer. address book, and view shipment history. This is valid for
single-piece shipments within the US only.
Login Help  Forgot vour password or user ID? L = - Confinue s
Create a one-time credit card shipment N

You can create shipping labels only. You will not have access
to address book or shipment history. This is valid for
single-piece shipments within the US only.

Continue »

Prevent. Defend. Fight back. i- PHISHLABS



Phishing by Target

) Legin to Your Account | Match.com Official Site - Mogzilla Firefox -0l =l
File Edit Wew History Bookmarks Tools Help

I (' | = |@’| l h http:/fupdo. binhoster,comlogin.html - C'] I::l' Google ,O] |1!
n Login to Your Account | Match.com Offical Si...
match.com ([ET==T3 Home Search - Matches - Connections -

EQ’{E Rev Up Your Love Life W
Enabling

Target Sonmweonte

Online Dating

. ar Email: Would You Date a Taller Woman?
S I te S Password: | Click Here to See Your Matches »

Eorgot vour password?

v Keep Me Signel:_l _I_n Dons€™t . ?
[~ Signin | * H
® YES ® NO ® MAYBE

Or f Sign in with Facebook

chemistry.com
HLke 27
How can the length of your finger
Sign in with your Windows Lived.¢ ID hEID YOU ﬂndl th?( relaf"??nsmp You
: : are looking for?
(2 sign.1n e

29
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Phishing by Victim

FORM+W-4018.pdf - Adobe Acrobat
Fle Edit View Document Comments Forms Tools Advanced Window Help

L

@ Create ~ @ Combine ~ @ Collaborate ~ ﬁ Secure ~ ’ Sign ~ EI Forms ~ 3 Comment =

OB P e/ nG K|©e[ox:iH (] ;

Internal Revenue Service IRS.gov

DEPARTMENT OF THE TREASURY

Dear Sir,

Our records indicate that you are a non-resident alien. As a result, you are exempted from United
States of America Tax reporting and withholdings, on interest paid you on vour account and other
financial dealing to protect your exemption from tax on your account and other financial benefit in
rectifying your exemption status.

Therefore, you are to authenticate the following by completing form W-4018, and return to us as soon
as possible through the fax number: +1 (646) 527-8772.

If you are a USA Citizen, a resident, legal or illegal immigrant, this form W-4018 is also meant for
vou, please indicate “USA Citizen/Resident/legal or illegal immigrant™ on the form and return it to us.
‘We shall then send you a form W9095,

‘When completing form W-4018, please follow the steps below

‘We need you to provide your permanent address if different from the current mailing address on your
Form W-4018, vou must indicate if a non-USA resident, legal or illegal immigrant, vour country of
origin to support your non-resident status (if your bank account or other financial dealing has a USA
address for mailing purpose).

2. If any joint account holder are now USA residents or Citizen, or in any way subject to USA tax
reporting laws, Please check the box in this section.

Prevent. Defend. Fight back.

PDF Attachment

Sent to Bank
Executive
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Advanced

Persistent Threats

IT Security & Network Security lews

DOE Lab Shuts Down Email, Web Access After

Sophisticated Cyber-Attack

By: Fahmida Y. Rashid
2011-07-06
Article Rating #&d#r /4

The Definitive Story About the
Most Sophisticated Cyberattack
in History

By Alexis Madrigal

There are user comments on this IT Security & Network Sec

v targeted an Iranian nuclear facility, is

Cyber-attackers hit another Department of Energy researc
IT managers to shut down all of the facility’s computer link
contain the damage.

Essential computer services remain offline nearly a week after a
cyber-attackers hit another Department of Energy laboratory, this
time in the state of Washington.

The Energy Department’s Pacific Northwest National Laboratory
in Washington shut down Internet access and email services
following a sophisticated cyber-attack, according to a July & post
on the facility's Twitter account. Officials became aware of the
cyber-attack on July 1, Greg Koller, the lab's spokesperson, told
the Associated Press.

the half megabyte of code that the worm is
difficult as figuring them out in the first

Hacker Spies Hit Security Firm RSA
y Kim Zetter &8 3 March 17, 2011 | 6:40 pm | Categories: Breaches, Hacks and Cracks, RSA Conference
3+ Follow [@KimZetter - 2,912 followers

er is such a triumph. She got access to the
ut how to tell the most technically

t contain any bombshell revelations about
the worm works and how we figured that

31

“op security firm RSA Security revealed on Thursday that it's been the victim of an “extremely
;ophisticated” hack.

-
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Malware Attacks

@ This message has been replied to or forwarded.

From: info@federalreserve.gov
Ta: jal @phishlabs. com

fc

Subject: Your Wire fund transfer

Board of Governors of the Federal Reserve System
Lu re The Federal Reserve, the central bank of the Umited States, provides the nation with a

safe, flexible, and stable monetary and financial system.

Example

The Outgoing Wire transaction , recently sent from vour bank account , was cancelled by an intermediary or beneficiary bank.

Please click here to view details

This service is provided to vou by the Federal Reserve Board. Visit us on the web at http:/www federalreserve gov.

.
3 Prevent. Defend. Fight back. Wl PHISHLABS



Malware Atts

Exploit Kits:

Collection of web pages, scripts, and control panel used to infect website visitors
without requiring user interaction

Bomba Bleeding Life Siberia
Papka CRIMEPACK JustExploit
Open Source Phoenix Zopack
MetaPack T-Iframer iPack
mushroom Tornado EL Fiiesta
Robopak SEO Sploit Icepack
nuclear Zombie Mpack
Katrin Unique Webattack
Eleonore Fragus 1

Incognito Yes Exploit

Blackhole Liberty

Collectively, these packs exploits 74 browser and plug-in vulnerabilities!
*http://contagiodump.blogspot.com/2010/06/overview-of-exploit-packs-update.html

Prevent. Defend. Fight back. W\ PHISHLABS



Exploit

Eleonore exploits pack version 1.3.2 for Reseller.
Fast statistic :
Traffic: 13599 [ Loads: 1363 / Percent: 10.02%

Operation Systems:
Windows XP 7574
Elenore Windows Vista 2571
Windows 7 1766
Pa C k Mac 05 708
Windows 2000 243
iPhone O5 157
Windows 2003 183
Linux 141
Power PC 102
Unknown 05 7B
Windows 98 15
Windows ME g9
Symbian 05 7
Bots 5
Windows NT 4 F

Prevent. Defend. Fight back. ﬁ PHISHLABS
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What should | do?
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Understanding Risl

Risk =
Impact of an Event
X
Probability of Event
Security =

Countermeasures < Risk

,.
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Understa

Often, Perceived Security Risk != Security Reality:

* People exaggerate spectacular but rare risks and
downplay common risks.

* People have trouble estimating risks for anything not
exactly like their normal situation.

» Personified risks are perceived to be greater than
anonymous risks.

* People underestimate risks they willingly take and
overestimate risks in situations they can't control.

« Last, people overestimate risks that are being talked
about and remain an object of public scrutiny

Source: Bruce Schneier, The Psychology of Security

*_ PHISHLABS.



38

Understanding Risk

CHARLESTON Win Charleston Riverdogs Ticket:

Buy Tickets to Charleston's Hottest Event:
Charleston's Premier Beach Guids

-+ + NEWS+O0PINION u +

District juggling earthquake concerns, bond

referendums, and weary parents

Earthquake! (Don't panic.) Panic!
by Greg Hambrick

An earthquake in the Charleston region is far from assured in the
next five years — hell, some don't expect another gquake for
another century or more. But the risk, regardless of the odds, has
led the staff at the Charleston County School District to call for four
downtown schools to be temporarily shuttered.

A well-documented 1886 earthquake wrecked the peninsula, killing
dozens. And the next one isn't a matter of if, but when. As far as
peninsula schools are concerned, that may well be tomorrow, and
the district isn't taking any chances.

SHARE ON FACEBOOK
Flk= 0
W Tweet 0

L= EMAIL & FRIEND

&) PRINT FRIENDLY

Ef ADD TO FAVORITES
EF aDD TO cusTOM LIST
) COMMENTS (2)

-
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Understanding Risk

Risk =
Impact of an Event
X
Probability of Event
X
Moral Outrage

,.
.- PHISHLABS



Likely Cybersecurity Event:

 Your PC will become
infected

+ Keep all of your
software up-to-date
— Secunia P3I

,.
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Likely Cybersecurity Events

Your hard drive will
crash

Your laptop will be
stolen or lost

Back-up your
computer

— CrashPlan, Carbonite,
Mozy

.
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Likely Cybersecurity |

* You will get emails
that try to defraud or
infect you

* Never open emails
you’re not expecting.

« Use a Mac or
dedicated PC for
online banking

ﬁ. PHISHLABS



Likely Cybersecurity Even

T
WORST PASSWORDS OF 2012

 Your online services

will be hacked L aw v A
#3 12345678

#4 abc123

#5 qwerty

#6 monkgy

* Never re-use the LY Jemain
ragon

same password on W N\

multiple systems
- Always use long

passwords or
Posted by Unknown Lamer on Wednesday June 08, 2012 @10:10AK
p as s p h ras es from the at-least-they-weren't-plain-text dept. @

>
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Summal

- Cybersecurity incidents rarely as bad as the
media would have you believe

- But the Internet is overwhelmingly out to get
you

- Most end-user threats are social engineering
based and not purely technical

- Try to avoid the 5 security psychology traps,
unless outrage is a real risk

* Four effective tips will give you the best bang
for the buck

ﬂ. PHISHLABS



Thank yc

Questions?

John LaCour
jJal@phishlabs.com
Twitter: @phishlabs
www.phishlabs.com

ﬁ. PHISHLABS
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