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What makes us unique? Our desire is to be the technical

“geeks” behind the scenes to
assist our partners to
successfully solving their
customer needes.

We love supporting our
customers as a sub-contractor.
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face: thing or circumstance
that enables separate and
sometimes incompatible elements
to coordinate effectively.

: to make less outstanding
or important by comparison; to
surpass.
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»  Ninety pe . of orgar [eel vulnerable to insider attacks

*  Many organiz 3f threat attack have become more frequent

*  Organizations at | neir focus on detection of insider threats

* The most popul: Dlogies to deter are DLP, encryption and identity management.
* A larger majority rganizations already have or are building insider threat programs.
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Commonechnologies

o

Common Technologies
1. LQ?:JJJJU and J,LJsJerv

2. Key Stroke-«and Video Monitoring
5. Real lime Incident Awareness

Do INCadl

USEIeios) 4 mJJ,fifj VDI Solutions
Senonfiguration Management
Role Bas ng Access Control

/. SIEIMI (Security Incident and Event Management)
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Technology

intercl

Technology: Thegecurity Reality Check

Typical security pregrams jocusion perimeter
gefenses and areZcompletely ignoring problems that

come. from.the'insider threat.

Organizations ojten underestimate insider threats
gndithe damage they can do.

“ThelCloud,” BYOD and remote work are here.
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ommunicatejdacceptable user, data and system
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Bridges the gaps between technical controls and solutions.
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Article: Thousands ofgWilitarfy Vets#Details Exposed in S3

Privacy Snatu.

k/

Demonstrates'the importance to vet and audit at all levels.

lirdiParty Indiviauals — Treated just like a normal user.
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Trainings@iop Five

Businesses must remgain vigilant to)prevent aata breaches
from occurring witigin their own organization.

Article: lopiSisigns that your employees are engaging in
FISKy benayvior.
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NITIiE—National Insider Threat Task Force In |
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[ture

Quote: “Culture is simpiygd shared way.of doing something
With a passion,” Briangehesky, CEO AirBnB

Culmination ofithe previous three pillars:
it usesitechnology investments
tusesipolicy to inform

[BAUSES training to communicate and grow passion.

lime fofa'Change: “Employees should feel comjortable ana
Dbligated to report suspected insiaer threat incidents.”
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Are { At RISk ?

Article: Is your organiza®n at#fisk from'insiaer threats:s

“lne reality of IT security today is that insider threats, from
Technology members ofyourorganization, are just as potent a threat as

Policy fhose from the outside.”
Training

Insidersinreat: Negligence Many Forms

sultural’ Problem

Insiaderthinreat: Malicious — A little harder
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The Outsider Threa: comes an Insider Threat

Circle of trust
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What to do ne

Article: 10 Tips for Reducing Insidergecurty Threats

stablished a security incident and response team.
> [Vlake security part of your company culture.
 Feriorm ongoing riskimanagement

 Use appropriateisecurity sortware to track and an

{a)

lyze behavior.

* Encrypt confidential intformation
*  Don't torget togprotect your border.
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Article: FBl Agent Explains Motivation
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Insiders are'not that much different than cyber criminals.
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The Triad
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